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MEMORANDUM FPOR: Chief, Irformation Systems Sdourity Group, 0S8

25X1A FROM: m
&L, Y@t : t Ltaff, (DP

SUBJECT : rafi Security Requirements for Automated
Information Systems Located in Overseas
Installetions (U)

1, Office of Jate irocessing persoanel have reviewed
the draft of security roiuiraments for automated information
systems located in overscss installutions. Wa recognize the
importance of prescribing solicy in this area and we recomnend
that the folleowing suggettions be incorporated in the next
revision. The last paracrapgh of this memorandum contalas a
sumnary of the recomnurnlations. (U)

2. The requiremort for semiconductor volatile memoxry
(IV.D.1.b) may become cver-restrictive, e.gy., it might
affect the use of hubble memories in the future. (8)

3. One of the princizal reasons for automating field
stations is to make then pore efficient and to reduce the
valnerability of informaticn especinlly if a station is over-
run. Although the Arafi specifies that removable data storage
media shall be used (IV.iv.l.c), the draft Jdoes not address how
data should be stored on the media. Considering the possibility
of large information ranli in the field, stronger guidelines
are needed as to what zand how much :data should be kapt in
the field and under whnt conditions. ({8)

Yor instance, should tha data stored on field media be
encrypted? (8)

If a ecassette or o “lopay disk were compromised, the
problem of damage asscomurnt is not addressed. Since there
is no reguirement for rau taining volume data set catalogs,
‘the Agency would not know what data were lost. {(3) /
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Perhaps the removalbility of storage media oaght not
be an absolute requirement for overseas computers in-as-much-as
technology appears to be mcving in the direction of non-
removapbility. If this restriction is removed, then procedures
should be included to goverr how non-remcovable media 18 to be
handled (e.g., guardal, encrysted, destroyed, etc.). (S)

4. ‘The requirement in IV.U.2.4 for system software to
handle all interrupts in 2 lnown and secure manner inplies
that only provably secure «perating systems would be allowed.
Such operating systems are leing developed but are not
avallable now. The draft Joes not address system software
cartification or waiver procedures. (U)

%, Paragraph IV.D.%.n.2 srecifins that "only those
terminals Jdesignated for tix sacurity classification access
level being processel shall te logically connected...” The
draft could easily specify that terminals not 80 designated
be electrically disconnectx. by means of a patch panel or other
similar arrangsment. “he specification of "logically” implies
that the system softwaro wnild control access and this is an
unnecessary gpillage risi. (8)

6. The requirement fr each data file to be gontrolled
by a file password and Li-licators to lescribe to the system the
type of access authorized {IV.D.5.b.1) is anrealistic for the
eclass of machine plannel £y the fleld. Zince each dataset
must reside on removable mriia and each storage disk, tape,
etc., is to be marked, wiy ot specify that only those mcdia
marked at the appropriat: Level be installed on the systen.
Or, why not roguire that s7item access he authenticated " by
pagsword and that there o wahanisms restricting £ile access
to authoriszed users? (3}

7. In the followiny >aragraph (IV.3.5.b.2), access to
the master cdata file is l1iamitaed to the ADP System “Security
Officer: thers should always be a backup for this function.
Also, there is a need in 33mc installations for backup of
datasets that reguire autesstic linkage to the master data
file. The password File szaould ba protected by encryption such
that a system Jdump or systisi spillage will not compromise this
file. (8)

§. We believe that ;assword procadures (IV.0.35.c) should
apply to standalone word jrocessing terminals since this class
of terminals can read an? write the same Jata sets as other
ADP systems, and up to the same clasucification levels. (U)
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ox [ile sasswords is relaxed,

9. If the regquirewm:
hnave toe be rovised., (U)

then paragraph IV.5.5.0 wou

10. The reguirement
graph IV.3.6 may e bBayiass
software, {J)

PN

audit trails proesented by para-
& ;ayauxuit;as of axisting sysien

11. ‘the section on ‘nr.a Processig (V.3) cagarding
abnormal data processing s tom operacion should be rewritied
to be more specific and shwonld concencrawe ou gvents that R&Vu
security lﬂylla&tlon . Forr inatance, eported spillage o
a terninal or printer shwus ; ced and would be a
valid reason to stop th cr a disk head
crash shoald not causc {3)

= ;ainﬂ@4@ngmfﬁgﬁification may
Aﬂl w' cbabiy Gntiau&

12. The section on
not recognize that the
to use copntractor person
£i2ld modification uF 3

13. The gcertificacios «f the 1883 o the systen 802&“&2@
modifications in section VIi.N.l.b rejuires hegﬁnically expe
people to be meaningful. jirce these experts axe in short
supply, even in ADP comuonxiig. this ceguirezent could be x

ttleneck in software o -ivoes unliess it 18 treated as a

paper aexercise. (U)

14. Fhe key to snovoc wnll Srootiares, as mentioned
before, is in limitirg ths arount of lata stored in the
field, not trying to ¢ Lot oy ddeatroy 1t during an
emergency. 7The Iraft 3 specify thal the procedures
be axercised so that seoven and field personnel ars

fully familiar with than aggest o regulrewont that the
ADP Systems Security * t:- ba ressoisinle for Laving ADP
personnel read the prozeiat.s.  {u) .

wosrar pront gterility is not addressed
har s 3o any selizy or guldelines
hac 13 wgenwy anigua?z (B)

15. zwuiymatt
in the draft. wWill
regarding &gdi”“tﬁt

16. In summary, the 3310 of ata Processing
recormendg:  (S)

37 sturage of

a. Prescribe i i
wniis,  {(Paragragh 3}

ramoval:le

witat and how mush dabs
i aﬂé under what con-

B:. Presaribe
should be
ditions.
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&, Consider onc storad on fisld me

graph 3)

cry ting lata

-dia.

{Para~

d. Require woluwas data sel catalogues te naintained.
(Paragraph 3}
e. Consider the uase f NoR~renovable storaye wedia.

{Paragrapih I}
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G. GSpecify thal tel.ilols not & signa_ﬁd for the
security classgificption aceess levatl reing

he alectrically rcvarected. (Faragrap h J)
wolls wlarsec 2
e Lho system
Srnlicabtor d.

Specify that Gria g !
level be instalii
file LassSWoros
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SRS 3 - i w2

)

Require 2

(Paragrapih
sciend, of
+nie masceyr data

Provide for i
require auto
{Paragraph 7)
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data asks

i ‘rQCvE:?&SﬁB-:i

taw augru'ri&ta
in ideu of reguiring
{(Paragraph &)

tant
file.

k. Protact the file Ffrom zystam duled OF
gystem spillag saragrast 7)

1. Employ pa x i L zacsaares lor standalone word
yrac,w%jnj -*r*-“z;s. (Farzgragh ©)

1i)

(Paragrapis 14)

m. Revige paragran.. IV o ooed L8 Fils Qeswor s are not
used. {(Paragract d)

r. Revise the seciicr on gysten operation abuormalicies
to smoncentyrate 53curﬁty cmrlicacions. (Pavagraga

o. Recognize that “:Itrdator prrsornel MAY Do e loy
for on~zite Mol areil £iedd wuil “ieation ot
agaipmant. T12

. Review the cifroaciun of systam

Foware o (Pasagre,. 13)
. Reguire @uoboosd’ | FOCEIUEUS Lot CHOArCIBEG.
r. TIncelude Ch . gaifioiE pDouaranmint STOrility.

{(Paragrayh
3 s
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SUBJECT: DOraft Security fzjiroments iurqﬁutaﬁatﬁm
Information Systzas Located in Oversoas
Inatallations (&)

cc: DD/A
¢/BY
ph/P
C/ED
C/SPD
s0/0DP

pistribution:
Original - Addresse=
1 - C/MS/0DP
- 0/D/ODP
2 =~ ODP Registry

25X1A 0/11/03?/_(:&3’/4011 20 June 19890
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